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Introduction

The purpose of this paper is to explore a possible evolution of building technologies,
based on what we know about these technologies today, the broader trends in evolving
the management of physical space, and the evolution of technologies that are relevant
for building technologies.

A simple taxonomy of building technologies

As more and more technologies come into buildings and their surroundings, and for the
purpose of this paper it’s important to describe what I mean by building technologies
and the major categories it’s comprised of.

Environmental control technologies

These technologies monitor and control the environment in the building.  In a basic
building these would include Heating Ventilation and Air Conditioning (HVAC.  And in
morer complex buildings could include any number of other controls: lighting controls,
air pressure controls, air quality monitoring, etc.

Life safety and physical security technologies

These technologies ensure the safety of the occupants.  Life safety systems detect
environmental risks.  These technologies include fire detection and prevention, carbon
monoxide detectors, etc.  Physical security systems are used to prevent or investigate
nefarious acts.  These technologies include access control technologies, security
cameras, emergency notification devices, etc.

Occupants technologies



Occupants technologies include a wide array of technologies meant to directly serve
(and be interacted with by) the occupants of the building.  These can include public
digital displays, or digital art.  They can include devices and associated controls for the
occupants (e.g., lighting controls, A/V and associated controls).  Finally, they include
location-aware content/services made available through the occupants own devices
(mobile device, AR glasses, etc.)

Business drivers

Technology has a cost to it, so it is always important to understand the reasons one
would invest in these technologies, and to understand how the value of the
technologies can be assessed in relation to the investment required to implement, and
maintain them.  Of course, it is also important to mention that some of these
investments are not discretionary, since they are required by law.

Occupants expectations

The design and upkeep of physical space often considers occupant expectations a key
factor in design and upkeep practices.  For example, one will have different
expectations of the physical space when going to a luxury hotel compared to a road-
side motel.  It is a;lso generally accepted that the design of physical space can be used
to reinforce an organization’s brand attributes, or attributes of its organization culture. 
As a result, the implementation of building technologies is often driven by these
requirements.

Technology enhanced experience

As mentioned above, occupants technologies are an important subset to meet
occupants expectations, because they are technologies the occupants will more
directly interact with.  As such, they are the technologies that occupants will think of as
technology enhancements to their experience of the physical space.  But, to be sure, all
other building technologies play a role in meeting occupants expectations: right lighting,
right temperature, feeling safe and secure, etc.

Usability, accessibility, and inclusion

Whenever technology is involved in support of people, usability, accessibility, and
inclusion should be top considerations in implementing these technologies.  All
generally accepted principles of good design are key to make building technologies
usable.  Ensuring that people with disabilities have an “on par”experience of the physical
space as able people do is just as important, and oftentimes regulated.  Finally, beyond



the narrow definition of accessibility, inclusion has become an important consideration
to ensure everyone who is expected to feels welcome.  An important example of
consideration, as it relates to inclusion, is economic disparity.  Not everyone can afford
the latest smart-phone.  Some people don’t even have a smart-phone.

Key Performance Indicators (KPIs)

While occupants expectations are more qualitative in nature, other business drivers are
more quantitative in nature and as such can be considered KPIs for buildings.  The ones
listed below are not meant to be an exhaustive list, but they are among the top KPIs
considered in modern facility management.

Building operating tail

Part of the value and driver of building technology is the ability to reduce the cost of
operating a building, given a certain level of performance.  The main areas of cost
savings include labor and energy spend.

Sustainability goals

Another big area of metrics based goals for buildings is sustainability.  The drive to “net
zero” energy consumption, as well as the drive to reduce the negative impact of
buildings on the environment (e.g., Green House Gas emissions) has provided a variety
of metrics that increasingly considered KPIs for building management.

From building automation to Building Portfolio Management

With these metrics becoming more established and important, comes the need for
technology to support tracking these metrics and reporting on them as aggregate
indicators of building performance.  And increasingly important, the ability to roll-up
these metrics across a portfolio of buildings.  This last point is important because it is a
departure from the traditional approach looking at buildings in isolation.  As a result,
tools need to support looking at entire portfolios of building in aggregate.

Integration and interoperability

Because building management involves a large number of devices cooperating together,
issues or considerations relating to integration and interoperability of these devices are
particularly important.

Levels of control aggregation - room, zone, building, portfolio



One of these considerations has to do with varying levels of integration within a facility. 
The basic unit in a building is the room.  A floor or a collection of rooms that may need
to be managed together can be identified as a zone.  At the building level, the building
itself is a level of aggregation that allows managing parameters that are shared for the
whole building, or rolling-up indicators at the building level.  Finally, as mentioned
earlier, aggregation at the portfolio level, meaning a define collection of buildings
(including their exteriors if it becomes relevant) should be an important level of
aggregation moving forward.

Devices/systems integration

In order for the devices in a given structure to be able to “cooperate”, integration and
interoperability will continue to be important issues.  As it relates to integration,
modalities of integration need to be defined.  I suspect that direct device-to-device
would be rare, and that instead, integration will be facilitated by aggregation hubs (see
aggregation levels)

The broader context - smart cities

Finally, the construct of building or portfolio of buildings needs to be pit in the broader
context of smart cities that have been an area of focus in major metropolitan areas.  So,
buildings or building portfolios may need to inter-operate with smart city
infrastructures.  But the nature of these interactions is for now still unclear.

Key technology considerations

Complex distributed system

Integrated building systems  are complex distributed systems.  They involve large
numbers (and fast growing numbers) of networked devices communicating over the
network.  As a result, all the issues associated with distributed systems need to be
considered.

Large number of nodes/devices - How much processing/control,
where

With, as described above, different levels of aggregation in the system, one of the
design decision to explore has to do with how much processing should exist at what
level of the hierarchy.  More processing at the edge (e.g., at the room level) means that
the room in this case can operate on its own when disconnected from the broader
system.  The downside of this model is that it leads to a much larger number of



“smart”/capable devices.  Smarter devices will likely be more expensive, require more
frequent replacement, and can increase security risk by increasing the number of
devices that can be compromised.

Putting more “smarts” in higher levels of the hierarchy, or in locations that are remote
(e.g.  cloud) has the opposite problems.  In this model, a node being inaccessible (e.g.
due to network interruption, or a nefarious Denial of Service) means the “dumb” devices
connected to it may not be able to function properly.

Large number of nodes/devices - device management

Another important issue in such a large distributed system is the ability to manage such
a large collection of devices, and to do as much of it over the network as possible, 
Meaning, requiring human interaction with devices will increase the cost and the time to
complete any management task.  Another important issue related to managing large
numbers of devices on a network is the issue associated with securing the devices and
credentials.  Without going into the full extent of considerations, securing devices would
typically include controlling who/what has access, ensuring a node only communicates
what it needs to, ensuring communications are encrypted, and ensuring devices can be
securely updated.

Embracing the Internet protocol suite

Essential to a distributed system is a strong implementation of Internet protocols. This is
particularly important as it relates to basic connectivity. But it also should extend to
revisiting the application level protocols such as HTTPS. 
Committing to the Internet suite of protocols will also mean revisiting BACnet which has
been the predominant standard in building automation. Historically, BACnet has tried to
solve problems that are now better solved by the current protocols in the Internet suite.
Specifically, BACnet does a few keys things:

Device connectivity and discovery - In today's world, this is best done by
leveraging both basic connectivity facilities of the IP suite, and application level
communications (HTTPS for the discovery part.
Alerting and notification  In today's world, this is best done with JSON over
HTTPS.
Flexible data exchange  In today's world again, this is best done with JSON over
HTTPS.

Protocols that need to be implemented with a quality implementations in all devices
involved with building technologies include:



IPv6
DHCP clients
DNS clients
NTP clients
End-to-end encryption of communications
Using CA certificates (as opposed to self-signed)

From the network being an “amenity” to being a “utility”

Finally, in many places, the network used to support building technologies, has been
designed and managed as an "amenity" - meaning, the design goals did not include
100% reliability, and thus building technologies may experience loss of service for
periods of time (particularly off prime business hours when the assumption is that few
people are using the network).

With building technologies, the expectations placed on the network are changing.
Network interruptions can have a very negative effect on buidling technology devices.
Anything from loss of visibility from a central management location, the inability to
record the data produced by sensors, to loss of function/control (the automation
doesn't work). This becomes particular sensitive for physical security systems,
environmental safety, etc.

As a result, the management of the network needs to move to a "utility" model -
meaning the expectation that the network is a "dial tone" that is reliably there, at all
times. This requires well defined processes to manage and coordinate and changes or
outages with network users who might be impacted (including users of building
technology systems). In addition, buildings with high-availability requirements will need
redundant connectivy.

Information security and privacy

Building technologies introduce new information security and privacy risks.

Key security risks

To describe the risks, I'll use the "three pillars" of information security model:
Confidentiality, Integrity, and Availability. Building technologies risks tend to have
more to do with Availability and Integrity, than with Confidentiality. Meaning, the data
in building technology systems is often-time

Confidentiality related risks



At Harvard, recordings of an individual's activities is protected by the Policy on Access
to Electronic Information. For example, the records of a building access system would
be considered confidential, because it records who enters a building, and when.

The identifiers used by building technologies need to be considered confidential, and
protected accordingly.

Additionally, some building technologies are designed to capture information that can
be used for biometric identification. An example of this is security cameras capturing
people's faces that can be used for facial recognition.

Availability related risks

Availability risk generally affect the ability for building technologies to perform as
exppected. For example, if a panel is compromised by ransomware, it would no longer
be available to control what it normally controls which may include lighting,
temperatures in sensitive areas, or building access.

Integrity related risk

Modifying access data, or modifying configuration parameters (acceptable
temperatures)

Digital hygiene in building technology

Some of the important considerations to secure building technology systems include:

Devices and systems should be kept on private IP address space, and should not
be directly reachable from the Internet.
Devices and associated systems should be kept on VLANs dedicated to the
specific use (e.g. security cameras on their own VLAN, building panels on their
own VLANs, etc.)
Outbound connections to the Internet (e.g. to check CRLs) from devices should be
limited to only those devices that need legitimate outbound access, and be
funneled through an outbound proxy.
Network Access Control (NAC should restrict devices on building technologies
VLANs to only those devices authorized to be on the VLAN.
Remote access to building technology systems - except for some specific cases in
occupants technologies - should be facilitated through indirect access methods
(e.g., remote desktop interfaces) that make use of multi-factor authentication.
Direct connection to building technology networks must be limited to end-points
that meet "digital hygene" standards to minimize risks introduced by end-points.
For example, requiring user identification, patched, etc.



Further out on the horizon

People presence and tracking

A key factor in optimizing building automation is tied to knowing where people are in the
building.

Presence The presence of people in a room can trigger the activation of a number of
controls, whereas the absence of people allows for most environmental controls to be
turned down or altogether off. Many people in a room means that CO2 will be produced
in higher quantities than if a single person was in the room. As a result ventilation should
be adjusted accordingly to compensate. 
Location and flow In addition to the basic detecion of presence, the more specific pin-
pointing of people location and how they move through the space supports a variety of
applications: furniture placement, knowing where people are when responding to an
incident, etc.

Super-configurable space

TBD

Augmented reality

TBD

Exponential growth in building instrumentation

TBD

Location based content

TBD

Location aware devices

TBD

Multi-purpose sensors

TBD



Definitions

Physical space -

Building -

Occupants -


